The extremely pervasive nature of mobile technologies, together with the user's need to continuously interact with her personal devices and to be always connected, strengthen the
user-centric approach to design and develop new communication and computing solutions. Nowadays users not only represent the final utilizers of the technology, but they actively contribute to its evolution by assuming different roles: they act as humans, by sharing contents and experiences through social networks, and as virtual sensors, by moving freely in the environment with their sensing devices. Smart cities represent an important reference scenario for the active participation of users through mobile technologies. It involves multiple application domains and defines different levels of user engagement. Participatory sensing, opportunistic sensing, and mobile social networks (MSNs) currently represent some of the most promising people-centric paradigms. In addition, their integration can further improve the user involvement through new services and applications. In this article we present SmartCitizen app, an MSN application designed in the framework of a smart city project to stimulate the active participation of citizens in generating and sharing useful contents related to the quality of life in their city. The app has been developed on top of a context-and social-aware middleware platform (CAMEO) able to integrate the main features of people-centric computing paradigms, lightening the app developer's effort. Existing middleware platforms generally focus on a single people-centric paradigm, exporting a limited set of features to mobile applications. CAMEO overcomes these limitations and, through SmartCitizen, we highlight the advantages of implementing this type of mobile application in a smart city scenario. Experimental results shown in this article can also represent the technical guidelines for the development of heterogeneous people-centric mobile applications, embracing different application domains.
IntroductIon
The penetration of smartphones and wearable sensing devices in everyday life is driving the definition and development of people-centric computing and communications paradigms [1, 2] . These are aimed at developing smart services able to increase citizens' participation and empowerment. Smart cities represent a relevant scenario for people-centric solutions in which, on one hand, sensors and smart objects are used to monitor the city infrastructures (electric grid, lighting, transport, etc.), and on the other hand, users with their personal devices become sensors able to monitor the human behavior in the city and contribute to the definition of smart policies. Without concrete user involvement, new policies for efficient energy consumption, smart mobility, traffic, environmental monitoring, and other aspects are simply ineffective.
From a technological point of view, user involvement can be achieved by leveraging three user-centric paradigms:
• Participatory sensing [3] , in which users exploit their sensing devices to collect information during their daily living activities and share them (with other users), mainly through web servers • Opportunistic sensing [5] , in which mobile applications opportunistically exploit all the sensing technologies available in the environment (not requiring direct user interaction) • Opportunistic mobile social networks (MSNs) [4] , in which users directly generate and share heterogeneous types of contents with nearby users in real time by exploiting the physical interactions of their personal mobile devices (i.e., opportunistic communications) The emergence of these three paradigms indicates a substantial change in the management of legacy ad hoc and sensor networks, creating new research challenges related to sensing devices, wireless communications, data management, and dissemination.
By integrating the features of these user-centric paradigms in a single mobile system, we can design efficient and personalized mobile applications in several domains (e.g., health and well being, social inclusion, smart mobility, environmental and urban monitoring), and integrate them toward the real development of a smart city.
To this aim, we designed and developed CAMEO [6] , a context-and social-aware middleware platform for mobile devices and MSN applications. It provides app developers with the functionalities to automatically discover users and mobile devices nearby, and to identify users' common interests, habits, available services, and resources. All this data is collected and exchanged through opportunistic communications, and represent the context used by CAMEO to implement optimized networking protocols, resource management mechanisms, and the exportation of context-aware features to MSN applications. CAMEO is able to support concurrent MSN apps on the same device through dedicated inter-process communications, and it is deployed as an Android app running in the background.
As a real example of an MSN app running on top of CAMEO, we developed the SmartCitizen app. It has been designed in the framework of the research project SmartHealthyENV 1 to involve citizens in collecting and sharing personal experiences about the quality of life in the city of Pisa, Italy. The main topic of discussion in SmartCitizen is related to the city's environmental conditions (e.g., air quality, weather, pollution) since one of the project's targets is the development and deployment of a low-cost sensing infrastructure for environmental monitoring.
The idea is to demonstrate that a medium-scale city can exploit a low-cost sensing infrastructure to improve the current environmental monitoring coverage enriched with user-generated contents, both objective (e.g., picture or videos of specifi c locations) and subjective (e.g., comments, suggestions, remarks). In this architecture, environmental sensor data are continuously collected and periodically transmitted to a centralized server implementing the sensor web enablement (SWE) standard, 2 a reference standard for the Internet of Things (IoT) and Web of Things scenarios. Generally, mobile devices are not able to process SWE data due to the complexity of XML schemas used in the standard and the lack of effi cient software tools for processing them [7] . CAMEO overcomes this limitation by integrating Sensor Mobile Enablement (SME) [8] , a software library implementing a set of lightweight standard models compliant with SWE (also including general schemas for phone-embedded sensors) and efficiently manageable on mobile devices. SmartCitizen, therefore, can interact with external SWE services, generally dedicated to environmental monitoring, and then exploit opportunistic communications to implement opportunistic sensing features, such as forwarding environmental data to users and devices without Internet connectivity, or sharing its own sensing resources with others on demand. Finally, SmartCitizen implements participatory sensing features through the generation of user contents that are subsequently disseminated by CAMEO based on users' common interests, habits, or similar profi les.
Through SmartCitizen, we have been able to evaluate pros and cons of MSN applications, from both the users' perspective, through experimental evaluation, and the technical point of view, in terms of development on top of CAMEO, the efficient management of data derived from heterogeneous sources and services, and the use of the novel WiFi Direct standard to deploy opportunistic communications and content dissemination protocols. This represents important feedback for mobile app developers willing to integrate heterogeneous people-centric paradigms in a single mobile app.
The article is organized as follows. First, we present in detail SmartCitizen features. We show the experimental evaluation divided into three different subsections related to heterogeneous context management, user experience, and opportunistic communication issues, respectively. Finally, we present the advantages of the proposed solution and of the entire framework with respect to existing work and future research directions.
sMArtcItIZen APP
SmartCitizen is aimed at stimulating the active participation of citizens in collecting and sharing data related to the environmental conditions of the city of Pisa. The fi rst approach to the app is represented by an intuitive visualization of the current environmental conditions of some city areas, used as a testbed for the monitoring infrastructure developed inside the SmartHealthy-ENV project. Then the app stimulates the creation of discussions between citizens on topics related to air quality by borrowing functions from social networking applications, such as posting, commenting, and chatting. Of course, discussions are not limited to environment-related topics, and citizens can use the app as a traditional mobile social network. In Fig. 1 we present some screenshots of the graphical user interface of the app showing a real use case scenario. In the fi rst screenshot, the app presents, on a map, the air quality index measured on each sensing station deployed in the city and presented as a circle of a range of colors from red (polluted area) to green (healthy area) for intuitive comprehension by common citizens. However, the app is designed for expert users as well, such as employees of the local municipalities, able to interpret the detailed information about measured chemical parameters. In this case, an authorized user, clicking on the circle, will visualize the detailed data of the related station.
All the sensing data is downloaded from the SmartHealthyENV server if the user device has Internet connectivity, or it can be downloaded through device-to-device communication if available on other user devices in proximity. Regarding the generation of user contents, Fig. 1 shows the different views provided to the user: the form for the creation of a new post, the list of active discussions on different topics, and the list of generated content for each discussion with appropriate notification of new available contents. In the use case shown in Fig. 1 , users commented on the weather in a specific area generally used as a pedestrian path, supported by the green air quality index in the same area and some multimedia content. To further customize SmartCitizen for specifi c user categories, we integrated some features for sports users (Fig.  2) , who are generally interested in environmental conditions for their outdoor activities: they prefer doing activities in healthy areas, and most of them are used to comparing their experiences and performances through dedicated or online social networks. In this case, SmartCitizen allows users to directly record activity paths in the city and associates the air quality information derived from the monitoring network with each path, and the user can further customize it with her own information, comments, and suggestions. These features allow users to share immediate information about the specifi c paths and areas in the city.
All the contents generated though the app are disseminated on the network through the context-aware content dissemination protocol provided by CAMEO. To this end, the app developer must only defi ne the application user profile: a set of information characterizing the user in the framework of the current application (e.g., user category, interests related to generated contents and/or specific application features). This profile is automatically shared among mobile devices in proximity running CAMEO, and it is used to evaluate the potential utility of the available contents provided by other users in the network for the local user. To this aim, each user should characterize the generated content (generally multimedia contents like audio/video messages, often associated with text posts) by selecting or generating one or more tags, which are used as input for the matching "user-content" algorithm. Since users' interests can change over time, CAMEO automatically adapts the dissemination protocol to those changes, maintaining all the procedure transparent to the app developer.
Users' profiles and contents are distributed on the network through peer-to-peer communications. Nodes' communications happen through WLAN access or a WiFi Direct self-organizing network, based on the current availability. The app is completely transparent to the type of communication protocol used, which is automatically selected by CAMEO.
In order to enrich the centralized storage of environmental data with user-generated content, SmartCitizen also allows users to upload their contents to a SmartHealthyENV server, maintaining compliance with the SWE data format. This is not automated to limit the connections toward the server and to cause the user to upload only signifi cant contents.
In terms of privacy, users can decide what type of information to share in proximity and what can be stored remotely. They must explicitly agree to share it before starting the app through a specifi c privacy statement. However, no personal and sensitive data are exchanged with others.
In the next section we present the experimental evaluation of SmartCitizen in terms of:
• Efficient management of heterogeneous sensing data based on the SWE standard • User experience in a real setting • Open issues related to opportunistic communications based on WiFi Direct eXPerIMentAL eVALuAtIon
HeteroGeneous sensor dAtA MAnAGeMent
To perform efficient data exchange with the SmartHealthyENV server, the app uses SME encoding and decoding procedures integrated in CAMEO. SME has two main targets:
• To defi ne the descriptions of phone-embedded sensors and related measurements compliant with the SWE standard • To efficiently process SWE sensor data on mobile devices The interaction with an SWE server requires a series of steps as defined by the standard. The application must fi rst query the server to obtain a description of the monitoring service in terms of available sensors and their properties (e.g., vendor name, sampling frequency, range of valid measurements). Then it can ask for the measurements of single or multiple sensors (called sensor observations). In the case of citizen users, the app asks only for the indexes as the elaboration of multiple raw parameters on the same sensing station. Instead, for an expert user, it can request detailed data in a variable time window in order to also visualize temporal variations of the single parameters. Therefore, the size of the SWE fi les downloaded from the server can vary depending on the application request, and it can have an impact on the mobile device processing time for data serialization and deserialization procedures.
For this reason, to evaluate the efficacy of SmartCitizen in managing heterogeneous sensor data through SME, we performed several experiments in a real environment. Specifically, we measured serialization and deserialization times of an SWE fi le containing a variable number of raw sensor measurements. The file contains an increasing number of values related to independent measurements (from 0 up to 50,000 in steps of 10,000). This represents a complex and large SWE fi le that can be received by a mobile device (for which SWE deserialization is required) and subsequently forwarded from a mobile device to another (for which SME serialization is required before transmission).
The XML fi le size of this observation ranges between 1.9 kB (i.e, containing only SWE XML header and 0 values) and 2.3 MB (i.e., containing 50,000 values). Results shown in Table 1 highlight the efficiency of the SME library to manage this operation in a few seconds. 3 Specifi cally, deserialization and serialization times remain reasonably small even in the case of 50,000 sensor observations, which represents a high number of observations for a limited area such as the neighborhood of a single user in an urban scenario.
user eXPerIence
Before releasing the app on the store and opening the test to citizens, we performed an experiment to assess the user experience in real settings. We recruited 19 participants in a oneday session to test the app, analyze reactions, and collect suggestions. The participants were 17 students and 2 professors of a high school class who planned a visit to our campus to learn about new technological solutions for smart cities. We briefly presented the research project and the features of SmartCitizen, and we asked them to install CAMEO and the app on their Android smartphones. Then they could use the app while moving around the campus in order to generate contents and communicate with each other. The experiment lasted three hours (excluding the initial training session). At the end of the visit, we asked the users to fi ll in a questionnaire designed to identify their technological skills and to evaluate their experience while using the app.
The majority of the users declared medium-high skills in the use of new technologies (i.e., all of them spend at least one hour per day on the Internet, and they all use online social network applications, like Facebook and Twitter). They also understood very quickly how to use the paradigm of MSN inside the app, as demonstrated by the amount of generated and shared content, detailed in Table 2 .
During the experiment, we contributed by generating a couple of posts just to show the participants how to use the app. Then they actively involved us as additional users in the experiment, adding comments to our posts. Therefore, the effective number of people involved in the experiment was 22, creating in total 39 posts, 151 comments, and 22 photos attached to posts or comments. These also contained 22 additional tags (i.e., other than those already predefi ned by the application), customizing the content dissemination protocol on new user-defined interests. Out of the 22 participants, 13 created new posts during the experiment, 20 generated at least one comment to an existing post, 13 generated both posts and comments, and no one generated only comments. Moreover, eight users created multimedia content (photos or videos) in their posts or comments.
The statistics of the generated contents in 3 In this case the difference between serialization and deserialization times is mainly due to the different time cost of read and write operations on the device mass memory. terms of posts, tags, and photos are reported in Table 2 . Considering the limited duration of the experiment and the concurrent visit to our campus, experimental results indicate that the participants were active in the generation of content, and they immediately felt comfortable with the app usage. Even though the number of posts per user may seem rather small, it is worth noting that the users created a large number of comments, as each post generated threads of communication among the participants.
Through the subsequent questionnaire, to evaluate the user experience while using the app, we asked them to assess the quality of the app by assigning a score to the following fi elds: ease of use, usefulness, ease of content creation, and graphical quality. The results, depicted in Fig.  3 , highlight that the user experience was, by and large, positive ("medium-high" quality). For the ease of use and ease of content creation, some of the "mid-low" evaluations (two out of five) came from participants who self reported low skills in using new technologies. Instead, the midlow evaluations about the usefulness of the app might be negatively affected by the execution of the experiment in a controlled environment and for a limited amount of time. However, the users declared their interest in also downloading and using the app outside the experiment once the app is released on the Google Play store. In fact, it is worth noting that currently the app is still in a prototype version, and some of the negative evaluations might be due to minor glitches that the participants found during the experiment.
oPen Issues In wIFI dIrect oPPortunIstIc coMMunIcAtIon In reAL enVIronMents
As previously described, SmartCitizen has no control over the type of communication protocol used to disseminate data over the network, depending on the availability of WLAN access. Actually, the deployment of real opportunistic networks based exclusively on device-to-device (D2D) communications is still an open research challenge, especially when trying to use new emerging standards that should effectively allow the setup of large-scale testbeds by directly using heterogeneous user devices. WiFi Direct currently represents the most promising technology to support D2D in opportunistic networks, and it is supported by CAMEO. The main feature of WiFi Direct is the creation of groups of nodes (peers) within which each node can communicate with the others. A single node takes the role of group owner (GO), acting as an infrastructured WiFi base station, and lets other nodes in proximity, called clients, establish a connection with it. Communications are automatically cyphered at the network level within WiFi Direct groups, and a password is automatically exchanged between the peers of a group through an initial handshake phase. Users must only accept the wireless connection with another device at the first meeting, like in the Bluetooth pairing procedure.
Considering the amount of data exchanged in SmartCitizen through WiFi Direct, we noticed that we have limited traffic load, but there can be issues related to group management and the self-organization of the network due to nodes' mobility and intermittent connectivity conditions, which also represent the main characteristics of an opportunistic network. Here, we present the results of a series of experiments that we conducted to evaluate WiFi Direct performance in terms of throughput and content dissemination, considering those as essential features for a large-scale deployment.
The WiFi Direct standard does not define a limit to the number of clients of a group, even though the star configuration can limit the net- As previously described, work performance with a high number of nodes. In fact, even with a few nodes, we experimentally found that the throughput drastically decreases when the number of client-to-client communications within a group increases. Specifically, we measured the throughput in a WiFi Direct group with a variable number of peers that communicate with each other for 180 minutes. In Table 3 , we present different traffic configurations (GO-client, client-client, etc.) for different group sizes (2, 3, and 4 nodes). In the first configuration, we created a group of two peers, a GO and a client, and generated TCP traffic from the former to the latter (and vice versa). The average throughput after an experiment of 180 minutes of continuous traffic was 54.4 Mb/s. This represents rather high throughput, also supporting the exchange of large files in short time periods. This makes the technology suitable for opportunistic scenarios in which the high mobility of nodes limits the duration of physical encounters and, consequently, the time opportunity to exchange data, like the urban scenario of SmartCitizen. In a scenario with three peers per group, considering the communication between the GO and one client, and vice versa, we obtained broadly the same results of the previous case in terms of throughput. Despite this, communications from client to client lead to a throughput value that is nearly half the previous case. This is due to the fact that client-to-client communications require two steps before reaching the destination, forcing the communication to pass through the GO. To better investigate the limitation of the star topology in an opportunistic network, we set up an experiment with multiple client-to-client communications within groups of four peers. In this case, considering the worst case results (i.e., the GO and two clients simultaneously send data to a single client), the throughput related to the GO-client link is around 37 Mb/s, while that obtained for the client-to-client links is around 3 Mb/s. By considering these results, it is clear that client-to-client communications are penalized by the group size, and this aspect has to be taken into account while designing forwarding and content dissemination protocols in opportunistic networks. Specifically, the framework could favor small groups with high reconfigurability based on users' mobility.
In addition, WiFi Direct works on a dedicated WiFi interface, which allows mobile devices to use both WiFi and WiFi Direct interfaces in specific configurations. For example, two devices belonging to two different WiFi Direct groups can set up an inter-group communication, thus allowing the creation of a multi-group. In this scenario, one of the clients of a group is connected to the GO of a second group through its standard WiFi interface. This peer acts as a bridge that connects the two groups and enables the exchange of data between them. However, only the bridge is able to receive and send data from/ to the other group. In fact, in order to forward contents from one node to all the others belonging to the two groups, we should implement a customized routing protocol (in charge of also maintaining information about the physical configuration of each group) as described in [9, 10] .
Despite these limitations, we decided to investigate the feasibility and advantages of using multi-groups in our scenario by conducting some experiments with particular attention to throughput analysis. Specifically, we measured the average throughput considering two concurrent communications from two clients of the first group to the client of the second group (connected through a dedicated interface to the GO of the first group). In this scenario the average throughput is 6.8 Mb/s, comparable with the results found in simple groups with the same cardinality. This means that the use of an additional interface and a separate channel between groups does not impact the data traffic. However, Android OS does not support the automatic creation of multi-groups, since each group has a pri- reLAted And Future work
In the last few years, different middleware solutions have been proposed in the literature to support participatory sensing, opportunistic sensing, and mobile social networks. Despite this, to the best of our knowledge, all these solutions operate independently, thus generating several independent mobile applications. The integration of these paradigms in a single mobile platform is still to be achieved and, consequently, the definition of a single mobile application model that exploits all these features. Through CAMEO we intend to fi ll this gap in order to support a much larger range of people-centric services than existing middleware solutions, and SmartCitizen is an example of how to make it real. We can list several works on the three single paradigms cited above, each focused on the improvement of a specifi c feature. As far as participatory sensing is concerned, Phokas et al. [11] have recently proposed a middleware aimed at simplifying applications' access to devices' sensors. MobIoT [13] is designed to monitor the sensing capabilities of mobile devices over time, trying to limit the amount of redundant data, temporarily deactivating redundant sensors and saving resources. Usense exploits sensors on mobile devices distributed in the environment to perform community-driven sensing tasks.
In the literature there is also middleware implementing device-to-device communications to support opportunistic data exchange between mobile devices, some based on the defi nition of context information to improve data dissemination, as demonstrated in the Haggle project [15] . Finally, moving toward the application layers and especially referring to their social aspects, Yarta [14] is one of the few middleware platforms that supports the development of social-aware applications, introducing the concept of mobile social ecosystems (MSE), the set of interactions occurring among users and devices in a specifi c physical location. However, Yarta considers each MSE as an independent entity, not analyzing possible correspondence with users belonging to different ecosystems, and without any historical management of the context information, which can further profi le the user.
As presented in [6] , CAMEO overcomes both Haggle and Yarta in the management of context, including a much more extensive context definition. In addition, it represents a step ahead with respect to previous solutions by integrating participatory and opportunistic sensing paradigms, and providing app developers with a variety of context-and social-aware features. In this article we have evaluated the effective advantages of using CAMEO as single middleware through the development of SmartCitizen. We have analyzed both the technical performance of the app and the user experience, presenting positive feedback. In order to extensively evaluate the entire framework in a real environment, we are planning in the near future to introduce additional features able to support the deployment of large-scale experiments. In this way, we will be able to directly involve citizens in a real smart city scenario. 
